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The crypto industry hasn’t made a credible “use”

case for cryptocurrencies, but cryptocurrencies have We think the criminal mind can readily appreciate the
certainly proven their value to criminals. benefits of cryptocurrencies.

Considerthe unique features that cryptocurrencies possess that make them appealing for conducting
illegal activities:

Ever wonder how a
criminal’s guide to
crypto might read?

1. They are decentralized and unsupervised by any government or central bank.
2. They are virtual and therefore generally unbounded by geographic borders.

3. They do not require that transactions be conducted in person!

If you think that this is the innovation that a criminal mastermind has been waiting for, then we think
you are right!

Consider this brochure
on the advantages of
crypto for criminals!

Here are some of the most nefarious ways in which you can use cryptocurrencies.
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Money Laundering

Are you constantly
worrying about
what to do with illicit
funds?

Do you struggle
with cleaning dirty
money?

Cryptocurrencies
offer the solution
to your money
laundering
problems!
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If you're like most criminals, you need to make your dirty money usable. But the traditional
financial system can make that very difficult. Yet your criminal enterprise will never be successful
if it can’t launder the proceeds of your ill-gotten gains.

Let’s say that you are a drug trafficking organization. Your organization needs to move the
proceeds of its operations from the location of distribution to the location of manufacturing.
One option is to have your lower-level distributors deposit cash at bank branches in one region
and then withdraw the cash at bank branches in another region. But this process is time-
consuming and risky. The distributors may be unreliable, the tellers may ask a lot of questions,
or the banks may close the accounts due to suspicious activity.

Fortunately, cryptocurrencies eliminate these money laundering obstacles! By having your
customers pay in cryptocurrency, or by having your lower-level distributors convert their cash
into cryptocurrency, you can keep the proceeds of your operations in a digital wallet. Since
these wallets can be established with little or no ID verification, your associates can put funds
into these wallets without any oversight or fear of detection. The funds may then be immediately
transferred from one region to another, without ever touching a regulated institution.?

The cryptocurrency ecosystem also offers a variety of enhanced money laundering options.
Once you convert your illicit funds to a cryptocurrency, you can exchange your virtual assets
for other virtual assets that are easier to use or are less traceable; you can use mixers to
functionally obfuscate the source, destination, or amount involved in a transaction; or you can
place your virtual assets in a liquidity pool where they may generate returns from trading fees.
And when you want to convert your virtual assets back into cash, there are several digital
asset service providers that have weak or non-existent anti-money laundering controls and
that operate in jurisdictions without anti-money laundering standards for digital assets!®

BETTER MARKETS

So, how can cryptocurrencies improve your ability to launder money? Let’s review:

Tired of trying to haul
bags of cash around the
world?

Cryptocurrency transactions
have no borders, so it is easy
and practical to move your
illicit funds.

CRYPTO GUIDE FOR CRIMINALS

Worried that large cash
transactions are easily
monitored?

Many cryptocurrency
intermediaries don’t

comply with anti-money
laundering laws, so your large
cryptocurrency transfers are
unlikely to be detected by
meddlesome regulators.*

Fearful that the illicit
funds will be traced back
to you?

Cryptocurrency mixers allow
users to commingle their

funds in order to obfuscate
ownership.®

The use of cryptocurrencies could be the difference between
continuing to successfully exploit the communities in which you
operate and having law enforcement put an end to your reign
of terror, so modernize your money laundering operations with

cryptocurrencies today!
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Ransomware

Perhaps you don’t
have illicit funds to
launder?

Instead, maybe you
need to obtain some
illicit funds in the first
place?

Fortunately,
cryptocurrencies
are also perfect for
ransomware!

In case you are unfamiliar with ransomware, ransomware usually involves seizing an organization’s
data or hijacking computer systems and only unlocking access for a ransom. As the practice has
proliferated, hackers have recognized the advantages of cryptocurrencies for the cybercriminal
community and have taken to demanding ransom payments in cryptocurrencies.® In 2020, for
example, hacker groups received at least $350 million in crypto ransoms.” Ransomware is also
a growing sector of the cybercrime community. The average ransomware payment in the fourth
quarter of 2022 was $408,644, up 58% from the third quarter of 202218

Why use cryptocurrencies for your ransomware needs? You can receive your ransom payment in
a cryptocurrency anonymously, in a transaction that will be hard to trace, and in a private digital
wallet that is not held at a regulated institution. And as noted in our money laundering feature,
receiving your ransom payment in a cryptocurrency makes it easy to launder. These features make
cryptocurrencies ideal for a ransom payment from those you are extorting.
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Here are some of our notable success stories involving cryptocurrencies and

ransomware:

$40M in Bitcoin

In March 2021, a cybercriminal group
called Phoenix locked CNA Financial
Corp. out of its network. Phoenix
carried out the attack on CNA
Financial, one of America’s largest
insurance companies, using a variant
of ransomware created by the Russian
cybercrime syndicate known as Evil
Corp. In order to regain control of its
network, CNA Financial paid Phoenix
$40 million in bitcoin.®

$5M in Bitcoin

In May 2021, the criminal cybergroup
known as DarkSide forced Colonial
Pipeline to shut down approximately
5,500 miles of its East Coast pipeline.
The hack of the pipeline, which
carried nearly half of the fuel supply to
the East Coast, led to a spike in gas
prices, panic buying, and localized
fuel shortages. DarkSide demanded
a ransom of $5 million, which Colonial
paid in bitcoin’®

$11M in Bitcoin

In June 2021, the Russian-linked
cyber gang named REvil caused
JBS USA to halt its meatpacking
operations for a day. The attack on
JBS, which was the world’s largest
meat producer and which produced
nearly a quarter of America’s beef,
threatened to disrupt food supply
chains and furtherinflate food prices.
JBS paid REvil a ransom payment of
about $11 million in bitcoin™

Please don’t hesitate to reach out if you have any questions regarding how
cryptocurrencies can help you execute your next ransomware plot!
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Evading Sanctions

Maybe you're
thinking that money
laundering and
ransomware attacks
are fine for smaller
criminal enterprises,
but what if you're a
nation-state intent on
bringing the world to
its knees?

PAGE 8

We all know that it can be hard to carry out your plans for world domination if you've been tagged as
a “rogue nation” or part of a so-called “axis of evil.” Well, one of the best features of cryptocurrencies
is that they are perfect for evading international sanctions!

Cryptocurrencies are a powerful tool for sanctions evasion for two main reasons. First, commercial
banks are often key to sanctions enforcement because they track the source of money and check
whether individuals or companies appear on entity lists. But cryptocurrencies are exchanged without
the involvement of a commercial bank. Second, blockchains are vulnerable to cyberattacks. By
masking or altering the details of a transaction from the blockchain, cyberattacks allow for illegal
money transfers without the risk of detection'

Here are some examples of sanction evasions from some of our
favorite countries:

RUSSIA $5 MILLION

Over a year after Russia launched its full-scale invasion of Ukraine, crypto exchanges allow Russians
to move their holdings in and out of the country using P2P platforms, despite escalating sanctions.
For example, Huobi and KuCoin, two of the world’s largest crypto exchanges based in the Seychelles,
still allow traders to transact with debit cards issued by sanctioned Russian banks. Singapore-based
exchange ByBit allows users to convert Russian rubles into crypto, and Russians may also purchase
crypto on the exchange after depositing fiat currency. Cryptocurrencies also aid Russia’s invasion of
Ukraine, despite the presence of sanctions, though their use in donations. Over the last year, about
$5 million in donations have been funneled to approximately 100 different pro-Russia groups.®

BETTER MARKETS

IRAN $1BILLION

Iran, the most sanctioned country before Russia’s invasion of Ukraine, has been under a U.S. sanctions regime for nearly
40 years, and a foreign company trading with Iran will likely face penalties if the transfers involve dollars or if a U.S. citizen
works at that company. Against this backdrop, Iran permitted the use of cryptocurrencies and smart contracts to pay
for imported goods to avoid using the dollar and to circumvent sanctions. In August 2022, Iran made its first official
cryptocurrency imports order worth $10 million. Iran has made further use of cryptocurrencies to evade sanctions through
bitcoin mining to make up for lost revenue. As U.S. sanctions have hampered Iran’s oil exports, it now utilizes its oil surplus
to supply electricity for bitcoin mining hubs and gain revenues from it. In 2020, Iran hosted around 4.5% of global bitcoin
mining, worth $1 billion*

NORTH KOREA $1.7 BILLION

North Korea has used cryptocurrencies to make up for lost revenue through cyberattacks. Since 2006, U.S. and U.N.
sanctions have targeted North Korean exports. These sanctions have crippled North Korea’s ability to export goods.
For example, in 2020, North Korea earned only $89 million in official exports. But fortunately, North Korea has been
able to recover its lost revenues by hacking cryptocurrency wallets and laundering the stolen funds through crypto
platforms. In 2022 alone, North Korea stole $1.7 billion of cryptocurrency. make up for lost revenue. As U.S. sanctions
have hampered Iran’s oil exports, it now utilizes its oil surplus to supply electricity for bitcoin mining hubs and gain
revenues from it. In 2020, Iran hosted around 4.5% of global bitcoin mining, worth $1 billion"

fledgling autocracy!

CRYPTO GUIDE FOR CRIMINALS

If these high-profile nations can use cryptocurrencies to stymie efforts
to bring them to heel, imagine what cryptocurrencies can do for your
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Terrorist Financing

Although we
encourage all
oppressive
regimes to explore
the benefits of
cryptocurrencies,
we recognize that
not everyone intent
on subjugating
humanity will be
part of a dictatorial
government.

Fortunately, cryptocurrencies are just as valuable for terrorist
groups. Your terrorist organization needs to look no further than
cryptocurrencies for its funding needs.

You’ve probably noticed that anti-terrorism measures passed after 9/11 have made terrorist financing
more difficult. That's because counterterrorism financing measures focus on tracking the flow of
money through bank accounts and preventing transactions that might be used to support attacks
and other terrorist activities® But since transactions in cryptocurrencies are hard to track and are
made without the involvement of a regulated bank, cryptocurrencies subvert almost all of the rules
preventing financial support for terrorist organizations, and will make most of the financial tracking
work done by the United States after 9/11 obsolete.” As a result, cryptocurrencies allow terrorists to
fund attacks more easily than fiat currencies!™

Here are some of the ways to fundraise for terrorist activities using
cryptocurrencies:

- USE TWITTER!

You can use social media to provide instructions for using
cryptocurrencies to donate funds to a terrorist organization. In
2015, a teenager used Twitter to provide instructions for how to
use bitcoin to mask the provision of funds to ISIL. The teenager
used his twitter accountto conduct twitter-based conversations on
ways to develop financial support for ISIL using cryptocurrencies
and tweeted a link to an article he wrote entitled “Bitcoin and the
Charity of Jihad.” The article included statements on how to set
up an anonymous donation system to send money, using bitcoin,
to the mujahedeen. So cryptocurrencies are so easy to use to
support terrorism that even a teenager can do it!"®

GiveMeBitcoin
@IAmNotATerrorist
Donate today to worthy cause! Crypto

only. & link.ly/bangbangboomboom

O w @ &

This is absolutely a fake tweet
for satirical purposes only.

BETTER MARKETS
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ON THE WEB

You can publish your terrorist organization’s public cryptocurrency key on a website to raise funds through
cryptocurrency donations from anyone anywhere in the world, while avoiding any reliance on third-party
intermediaries. For example, the Islamic State has solicited donations by posting a bitcoin address. You can use
the dark web to help facilitate these types of fundraising appeals.°

OTHER SOCIAL MEDIA CHANNELS

You can post a call on your social media pages and official websites for cryptocurrency donations to fund your
campaign of terror. Or you can purport to act as a charity and then use social media to solicit cryptocurrency
donations in order to further your terrorist organization’s goals.?' In this regard, it always helps to include a giant
poster touting the benefits of cryptocurrencies:

1 % SUPPORTING THE MUJAHIDIN IN SYRIA WITH /\
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